RZPLIL SRA

SECURE REMOTE ACCESS / PRODUCT DATASHEET

Approve access. Observe the session.

Control who reaches secure assets, when they connect and what they can do. Extend approved sessions through SRA
Proxy into supervisory zones.
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Illustrative workflow. Connections and permissions follow the approved deployment.
PRODUCT WORKFLOWS / KEY CAPABILITIES
01 Approval and time bounds 02 Protocol choice
Authorize the asset, session window and permitted Use supported RDP, HTTP, WinRM, SSH and Telnet
access. workflows.
03 Session evidence 04  Operational oversight
Retain recordings, keystroke auditing and activity trails. Use view-only or dual-join access and session

administration.

BUILT AROUND INDUSTRIAL OPERATIONS Description / capabilities / deployment
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SECURE REMOTE ACCESS / PRODUCT CAPABILITIES / FEATURE DETAIL

The capabilities behind the workflow.

REPLIL SRA - detailed product features

Multiple access protocols

Connect to secure assets using RDP, HTTP, WinRM, SSH,
Telnet, and other supported protocols from a controlled
access workspace.

ﬁ View-only and dual-join sessions

Provide view-only access when control is not required, or let
authorized operators join a session together.

E] Controlled file transfer

Move permitted files through central quarantine, antivirus
scanning, and configured approval before delivery to the
endpoint.

ﬁ Session administration

Give authorized operators the tools to oversee, join, control,
and disconnect active sessions.

REPLIL / SRA

@ Approval-based, time-bound access

Require approval for remote sessions and limit access to an
authorized time window.

E] Recorded sessions and audit trails

Keep session recordings, keystroke auditing, and activity
trails to support review and accountability.

SRA Proxy for supervisory zones

Extend approved REPLIL SRA sessions through an SRA Proxy
in the Level 2 zone to supervisory assets, alongside
permitted access to Level 3 assets.
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SECURE REMOTE ACCESS / DEPLOYMENT / USE CASES

Make the workflow fit the facility.
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SRA server SRA Proxy Supervisory assets

® Approved maintenance access

Authorize a time-bound session to a permitted Level 3 asset and retain the activity trail.

® Supervisory-zone access

Use SRA Proxy inside the isolated Level 2 zone to reach local supervisory assets through the approved conduit.

® Observed vendor assistance

Use view-only or dual-join access for supervised troubleshooting.

MINIMUM DEPLOYMENT RESOURCES

CPU RAM STORAGE

4 vCPU 16 GB minimum 200 GB SSD + recordings

SRA Proxy: 4 vCPU and 16 GB RAM. It is separate from IPM Proxy. Size recording and session-data storage for the deployment.

Windows Server x64 / PostgreSQL / native gateway

BUILT FOR CRITICAL INFRASTRUCTURE
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Oil & gas Energy & utilities Manufacturing Water Smart cities Transport

Explore your deployment with REPLIL. replil.com / sales@replil.com
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