
CMC
CENTRAL MANAGEMENT CONSOLE / PRODUCT DATASHEET

Many facilities. One operational view.
Bring patch posture, deployment health and operational evidence from distributed Industrial Patch Manager
deployments into central view.

Reporting toward CMC; approved management back to connected-site IPM.

CENTRAL VISIBILITY. APPROVED CONNECTION MODELS.

01 Diode-protected facilities

Sites A and C send monitoring evidence toward CMC. No
reverse management path crosses the diode.

02 Connected facility

Site B reports to CMC. Approved management requests
return on a separate path to its local IPM.

03 Local IPM execution

Patch execution remains with site IPM; CMC brings
central visibility and approved management.

04 Operational event forwarding

Collect WEF and syslog centrally, then forward logs to
configured SOC or SIEM destinations.

BUILT AROUND INDUSTRIAL OPERATIONS Description / capabilities / deployment
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CMC
CENTRAL MANAGEMENT CONSOLE / PRODUCT CAPABILITIES / FEATURE DETAIL

The capabilities behind the workflow.
REPLIL CMC - detailed product features

Diode-compatible communications

Support communications through approved data-diode and
unidirectional paths for central collection across isolated
facilities.

Central IPM view; local IPM control

Bring Industrial Patch Manager deployments into one
central operational view. Local patch execution and
management remain controlled by IPM. Optional
management uses an approved management path; a
unidirectional reporting stream provides monitoring
evidence only.

Cross-site patch posture

Review missing, installed, and required patches across
isolated and distributed facilities from a central console.

IPM deployment health

Monitor Industrial Patch Manager deployments alongside
patch posture and identified vulnerabilities.

Log repository and forwarding

Centralize WEF and SYSLOG events and forward logs to one
or more destinations for SOC and SIEM visibility.

Dashboards, queries, and reports

Create customized dashboards and reports and investigate
relevant data with advanced queries.

Receive evidence from isolated sites

Keep diode-protected facilities represented centrally by
receiving their approved unidirectional reporting streams.
Monitoring does not require a reverse management
connection into the isolated site.
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CMC
CENTRAL MANAGEMENT CONSOLE / DEPLOYMENT / USE CASES

Make the workflow fit the facility.
DIODE-PROTECTED SITE

Site IPM Data diode Central CMC

CONNECTED SITE

Site IPM Central CMC

Site reporting

Approved management

Distributed facilities
Review patch posture, IPM deployment health and operational evidence across sites.

Diode-protected site reporting
Receive approved monitoring evidence through unidirectional paths while IPM controls local patch management.

Security operations handoff
Collect Windows events and syslog and forward to configured security destinations.

MINIMUM DEPLOYMENT RESOURCES

CPU

4 vCPU
RAM

16 GB minimum
STORAGE

500 GB SSD

Central deployment evidence, event retention and query workload affect capacity. Local patch execution remains controlled by IPM.

Windows Server x64 / IIS / PostgreSQL

BUILT FOR CRITICAL INFRASTRUCTURE

Oil & gas Energy & utilities Manufacturing Water Smart cities Transport

Explore your deployment with REPLIL. replil.com / sales@replil.com
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